10/2/26, 2:33 AM Subprocessors | AttestLayer

In plain language

Google Cloud hosts the service in Montréal.

Stripe handles card and invoice payments.

SendGrid sends order and sign-in email.

A change is posted before a new processor handles customer files.
The table lists the purpose and location of each processor.

Subprocessors

Version 2026-09-30.1 - Effective 2026-09-30.1
Scope: Third parties used for direct-client hosting, payments, email, analytics, and
abuse prevention. Pack parsing, classification, drafting, and verification do not add a
model provider.
Policy contact: privacy@attestlayer.com
Related:
Privacy Notice
- Direct-Client Data Processing Addendum
- Data Retention and Deletion Policy

AttestLayer may use the providers below to process personal information or customer
data only for the listed service purposes. A provider is used only when the applicable
feature is enabled. AttestLayer remains responsible for its subprocessor obligations
under the Data Processing Addendum.

No Al model reads your records. Parsing, classification, drafting and checking of your

qguestionnaire and records run as versioned, deterministic rules inside AttestLayer's
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own Google Cloud project in Montréal. The service that processes your files has no

access to any Al model service.

Your browser

buy-web
Montréal

E[mail address to SendGrid (U%)

Console

[ Card data to Stripe }

Storage and engine

ontréal, no external call

Package to you

Customer questionnaires and records are stored and processed in Montréal. Business email

addresses go to SendGrid. Card and invoice data go to Stripe.

Get notified: email privacy@attestlayer.com with "subprocessor updates" in the subject.

Provider

Google
Cloud
Platform

Google
Workspace

Stripe

Purpose

Application hosting,
managed compute,
database, private
object storage,
networking, logging,
key management, and
security.

Business email and
correspondence
(support@, billing@,
privacy@ and
security@ mailboxes)

Provider-hosted
checkout, payment,
invoice, tax, refund,
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Data categories

Account, service,
upload, package, and
technical metadata.

Names, business
email addresses and
message content you
send us

Business contact,
order, billing, tax,
payment status, and

Processing locations

Canada (Montreal) for
primary service
resources; limited
provider support and
security processing
may occur in other
locations under
Google terms.

United States and
other Google
locations under
Google Workspace
terms

Canada, United States,
and other locations
used by Stripe under
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Provider

Twilio
SendGrid

PostHog

Cloudflare
Turnstile

Purpose

dispute, and
reconciliation services.

Transactional access,
order, package,
support, privacy, and
security email delivery.

Optional, consent-
dependent
measurement on
approved non-
sensitive public pages.

Abuse and automated-
traffic prevention on
disclosed public forms.

Changes and objections

Subprocessors | AttestLayer
Data categories

payment-method
information supplied
directly to Stripe.

Recipient business
email, message
content, provider
message identifier,
and delivery, bounce,
or complaint events.

Pseudonymous page,
consent, device, and
campaign metadata;
no client request,
source record, or
package content.

Request, device,
browser, network,
challenge, and risk-
result metadata.

Processing locations

its data-transfer
terms.

United States and
other locations used
by Twilio under its
data-transfer terms.

The United States or
European Union
project selected for
the deployment and
disclosed through the
applicable consent
configuration.

Global Cloudflare
infrastructure under
its data-transfer
terms.

AttestLayer will publish an intended addition or replacement before it begins

processing Customer Personal Data where applicable law or the accepted DPA requires

an objection opportunity. An affected customer may send a reasonable, law-based

objection to privacy@attestlayer.com. AttestLayer and the customer will work in good

faith on a commercially reasonable resolution.

Privacy questions may be sent to privacy@attestlayer.com. See the Privacy Notice and

security boundary.
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O Talk to a human
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